
Essentials of Cyber Security – Spring 2023 
 

INSTRUCTOR 

Frank Campione  

EMAIL 

facampione@uncg.edu  

OFFICE HOURS 

By Appointment  

MEETING HOURS  

Tues 6 PM – 7 PM  

SEMESTER SESSION  

1/9/23 to 5/4/23 

COURSE OVERVIEW  

This course provides students with an overview of the cybersecurity issues surrounding an  

enterprise. The readings from INFORMATION SECURITY: TEXT & CASES, Edition 2.0 are 

academic in nature, and teach the theory of information security. Students will read the material 

and answer questions or write papers based on that week’s assignments. Students will also be 

presented supplemental material in the form of articles, white papers, and videos to augment 

their learning.  

REQUIRED TEXT  

Information Security: Text and Cases, Gurpreet Dhillon 

Additional reading materials provided in Canvas 

 

 

MEETING INFORMATION  

Weekly meetings are optional for students. These meetings will be scheduled via Canvas using ZOOM. Transcripts of the meeting 

will be available to the class via Canvas. These meetings are mostly question and answer sessions such as clarification of 

assignments, exams, and/or course materials.     

EMAIL COMMUNICATIONS  

I will respond to email inquiries within 24 hours unless I notify the class that I will be out of band for a designated period. 

Note: Please utilize the Course Content Related Questions forums for course related questions. assignments, exams, and course 

materials.    

GENERAL INFORMATION  

Undergraduate Level, 3 credit hours  

Delivery - Online Asynchronous via UNCG Canvas  
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COURSE CATALOGUE DESCRIPTION & REQUIREMENTS  

This course provides an overview of cyber security essentials. Any loss of data or compromise devastates a corporation. This 

course covers essential aspects of cyber security management.  

 Prerequisites: None.  

COURSE DESCRIPTION  
 

This course provides students with an overview of the cybersecurity issues surrounding an enterprise. The readings from 

INFORMATION SECURITY: TEXT & CASES, Edition 2.0 are academic in nature, and teach the theory of information security. 

Students will read the material and answer questions or write papers based on that week’s assignments. Students will also be 

presented supplemental material in the form of articles, white papers, and videos to augment their learning.  

COURSE-SPECIFIC STUDENT LEARNING OUTCOMES (SLOS)  

• Understand and be able to discuss intelligently controls used in a common information security framework, required for 

all defense contractors, energy producers, and many others.  

• Understand, recognize and be able to discuss intelligently cyber security issues, threats, and high-level mitigations to 

organizational data   

• Understand, recognize and be able to discuss intelligently various cyber (cybercrime, espionage, APT) attacks.  

• Understand, recognize and be able to discuss intelligently different authentication methodologies to provide solutions to 

secure information assets.  

• Gain a basic understanding of today’s cryptology and its use in information systems.  

• Demonstrate the ability to recognize and communicate threats to organizational  

information assets.   

READING MATERIAL 

The main text for this class is Principles of Information Security by Gurpreet Dhillon,. 

 

https://uncg.bncollege.com/course-material/course-finder   

 

If the book isn’t available at the campus bookstore by the start of the semester it can be acquired from other online sources. 

Please acquire it as soon as possible. Time required to complete all reading assignments and other course related materials is 

substantial. Please be prepared to set aside a substantial amount of time for this class.  

EVALUATION AND GRADING  
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Grading Scale  

You will receive a score of 0 for any work not submitted. Late Assignments and Discussion Forum Posts are subject to a 10% 

penalty per day. Your final grade in the course will be a letter grade. Letter grade equivalents for achieved points (percentages) 

are estimated as follows:   

• Estimated Letter Equivalencies for the Final Course Grade out of 100%  

  

94% or higher  A  77 – 79.9%  C+  

90 – 93.9%  A-  73 – 76.9%  C  

87 – 89.9%  B+  70 – 72.9%  C-  

83 – 86.9%  B  < 70%  F  

80 – 82.9%  B-        

  

• The course grade will be based on the following distribution:  

•  

Course Items  Final Grade Percentage  

Discussion Forum Participation  15 % 

Quizzes 20 % 

Assignments  20 %  

Midterm Exam  20 %  

Final Exam 25 % 

Total   100 %  

  

 The following criteria will apply to the grading of assignments:  

  

A: Work that demonstrates not only a clear understanding of the material under study, but also a superior ability 

to utilize that material in the assignment. All criteria are met. The student’s work goes beyond the task and 

contains additional, unexpected or outstanding features.    

B: Work that demonstrates a good understanding of the material under study and utilizes the material well 

in the assignment. The student meets the assignment criteria, with few errors or omissions.    
C: Work that minimally demonstrates a basic or technical understanding of the material under study and 

uses some relevant material in the assignment. Work may not address one or more criteria or may not 

accomplish what was asked.    

F: Work that is incomplete, inappropriate and/or shows little or no comprehension of the material under study.  

COMMUNICATION AND COURSE TECHNICAL GUIDELINES  

Technical support: Students with technical issues with the course and email should contact 6TECH for support either by 

email or phone or chat (https://its.uncg.edu/Help/6TECH/). Please also make your instructor aware of the issue, and if 

there will be any delays in resolving the issue.  

ACADEMIC INTEGRITY POLICY  

Each student is required to comply with the Academic Integrity Policy on all work submitted for the course. Refer to the 

following URL:   

https://osrr.uncg.edu/academicintegrity/.  
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ACCOMODATIONS 

UNCG seeks to comply fully with the Americans with Disabilities Act (ADA). Students requesting accommodations based 

on a disability must be registered with the Office of Accessibility Resources and Services (OARS) in 215 Elliott University 

Center, 334-5440, oars.uncg.edu.  

Students may request accommodations for religious holidays under applicable laws. See https://catalog.uncg.edu/academic-

regulations-policies/university-policies/ for more information.   

Students should remind the instructor in advance when accommodation affects course activities, e.g., before taking exams, 

to ensure that the instructor has updated systems accordingly.  

HEALTH AND WELLNESS  

Your health impacts your learning. Throughout your time in college, you may experience a range of health issues that can 

cause barriers to your learning. These might include physical ailments, illnesses, strained relationships, anxiety, high levels of 

stress, alcohol/drug problems, feeling down, or loss of motivation. Student Health Services and The Counseling Center can 

help with these or other issues you may be experiencing. You can learn about the free, confidential mental health services 

available on campus by calling 336-334-5874, visiting the website at https://shs.uncg.edu/ or visiting the Anna M. Gove 

Student Health Center at 107 Gray Drive. Help is always available.  

ATTENDANCE AND LATE WORK/MAKEUP POLICIES  

Students with university-related or requested absences, e.g., field trips in other courses or multiple exams during finals 

week, must make prior arrangements in advance for any conflicts with their schedule and due dates for the course.   

Students should review the following Bryan School Faculty and Student Guidelines to understand the roles and 

responsibilities of both students and faculty.  

COURSE SCHEDULE 

The course schedule will be published and maintained within the Canvas portal. 

COVID-19 STATEMENT 

As we return for spring 2023, please uphold UNCG’s culture of care to limit the spread of covid-19 and other airborne 

illnesses. These actions include, but are not limited to: 

• Engaging in proper hand-washing hygiene  

• Self-monitoring for symptoms of covid-19 

• Staying home when ill 

• Complying with directions from health care providers or public health officials to isolate if ill 

• Completing a self-report when experiencing covid-19 symptoms or testing positive for covid-19 

• Following the CDC's exposure guidelines when exposed to someone who has tested positive for covid-19 

• Staying informed about the University's policies and announcements via the covid-19 website 

 

https://veoci.com/v/p/132667/workflow/fs2x25pzqnd5
https://www.cdc.gov/coronavirus/2019-ncov/your-health/if-you-were-exposed.html
https://covid.uncg.edu/
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